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Legal Authoenity: for Electronic
Signatures

Common; law:
a Any mark canbe a signature
s Concern over the enforceability of electronic transactions

Selution:” Teday, enforceability ol electronic transactions
IS primanly. governed by ESIGN ana UETA
s UETA — State law

Reported! by NCCUSL in 1999
Adoepted in 47 jurisdictions

s ESIGN — Eederall statuie
Enactedin 2000
Reverse Preemption



ESIGN/UETA Are Overlay Statutes

Legal recognition of the: Use ofi electronic
[ecerds and signatues dees net Inrany,
Walve: therneed tercomply: Withrunderying
supstantive law geverning the transaction;

Eer example; disclosures; must be made at
the time andiin: manner required oy law.



Three Principles of ESIGN/UETA

EIECtronic records and signatures cannot
e deniedilegalf effiect or enfierceanility
solely because they: are in electronic form

[T a law requires a recerndl to be in WiHting,
an electronic record: satisties the law

[i-a lawW requires a signature, an|electronic
signature satsfies the law




Basic Elements ol ESIGN/UETA

Agreement/Coensent ter engage: in BUSINESs
electronically,

Elements of an Electronic Signature must
9e met

Record Retention (oy all parties)



ESIGN or UETA — Which Law
Applies?

It 1S likely that beth ESIGN and UETA will
apply. terthe transaction.

ESIGIN' allows state’ tormoaiiy,, limit o
supercede ESIGN:
s By adepting the: efficial versien off UETA or

s By adepting a stateralternatve thatis
consistent with ESIGIN.

s Vany UETAS are adepted withisome vVariance
from ESIGN or NCCUSL text.



General Statute Creates
Implementation QuUestiens

=lexinpility creates, a preblen — You' can,
AUL ROW?

ZlRanciall SEnVICES, INAUSth/ 'S approachs:
Stanadards; anal Procedures; for electronic
Records andl Signatures; (SPeRsS).




What Is SPeRS?

Cross-Industry lnitative
Behavieral Guidelines
Rules of the read
Frechnolegy Neuiral

Can e used toraidl businesses Wit
Implementation and ter assess VEneaors



The SPERS, Organization

SPeR'S Was ernginally, conceived: oy the
Electronic Einancial Senvices €ouncil

a Non-proefit cerperation

a Sponsered by EESC

a Separate membership

SPEeR'S Draiting Commitiee members —
diverse points of View:

Corperatiens

lirade Asseciations

GSEs

Industry Utilities (e.g., MERS)



The SPeRS Participants

AlG
ACORD
Adobe Systems

Alliance of American
Insurers

American Einancial
Services Assogciation

American Bankers
Assoclation

American Council of Life
Insurers

American International
Greup

Bank One

BeTrusted

Charles: Schwalb
Citicorp

Dealertrack

Dellf Financial Services
Esurance

Fannie Mae

First American Title
Insurance Company.
Freddie Mace
Genwoerth Financial
Inc.

Harland Financial
Soelutions

Intuit Inc.
MassMutual Financial
Greup

Mortgage Bankers
Association

MGIC

National Association
for Variable Annuities
National Multf Heusing
Counclil

National Netary.
Association
NewRIVer

PricewaterhouseCooepers
Principal Financial Greup

Republic Mertgage Insurance
Co.

RPost, Inc.
Route 1 LLC
SafeDocs, Inc.

Securities Industry
Assoclation

Silanis Technology.

Software & Information
Industry Ass.

SwiftView, Inc.
Swiss Re
TIAA-CREE

United| States Notary
Asseciation

\Verisign
Wave Systems
Wells Farge Home Moertgage

Zions Bancorperation/ Digital
Signature Trust
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The SPeRS Structure

SPeRS Is divided! Intoe five: sections:
= Authentication

= Consent tor Lse electronic records and
signatures

x Agreements, netices; and aisclosures
s Electronic signatures
s Record retention

Each section provides 4 to 7 high-level
stanadards; te guide: system designi teams In
develeping precesses that willlmeet the
new: legal reguirements
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The SPeRS Structure (continued)

Each standard designed te) previde insight
INte systeny design

Each standald s supperted 1y

x Plain-Englishi discussions of the tnderlying
ISSUES,

a Chiecklists; eutliningl speciiic strategies and
eptiens fier Implementing the standards,

s Examples and lliustratiens, and
s [Legal commentary tor assist In-neuse CoUnsel.
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Authentication — SPeRS s 1

ldentiiying anal Evaluating the Apprepriate
Authentication: Strategy’ — Creating the
Relatienship (1-1)

ldentiiying and Evaluating the' Apprepriate
Authentication: Strategy — Creaentials (1-2)
(Credentral vi Authentication)

Providing Censumers Informatien Cencerning
the Distribution of Risk of Unauthorized
Iransactions (1-3)

Estanlishing the Authority: ofi Representatives
(1-4)
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Common Authentication Problems

Risk of Eraud
Allecating| risk of less

Can/Should the credentialibe used By an
dgent?

Balancing access andi SecuUriby,
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Consent to use Electronic Records
and Signatures — SPeRS) §; 2

General Agreement ter User Electronic Records &
Signatures (2-1)

Applicability: of the ESIGNI Consumer Consent Process
(2-2)

The ESIGNI Constimer Consent Disclesures (2-3)

The ESIGN Consumer Consent Disclesures — Format &
iming (2-4)

Obtaining the Censumer’s Afifirmative Consent —
Vetheds and THmingl(2-5)

Reasenable Demoenstration off AcCess (2-6)
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Parties Viust Agree te Engage
Electronically,

Agreement/Consent:

s UETA — facts and circumstances

a ESIGNI— affirmative consent/multiple

disclosures/reasenanie demonstration

\V/pe off agreement may differr depending en
x [ype: off parties (consumer/pusiness)

a Prior dealings' (single: transaction/repeat BUSIneSS)
a Potential liapility

x Risk of fraud
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Agreements, Notices and
Disclosures — SPeRS 8 3

General Principles for Display: and: Presentation) of
Infermation (8-1)

Delivering and Displaying Records and lnformation (3-
2)

Deliverngl and Displaying Records and Infermation —
Retention ofi Records by Other liransaction
Participants (8-3)

Indicating Agreement (8-4)

Acknoewledging Access or Delivery (3-5)

Clear’ & Conspicuous Disclosure (5-6)

Using| Hyperinks and Otherr Navigationalt Cues; (3-7)
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Disclosure Issues

Are the disclosures legally: required?
How Will' the disclesures e deliverea?

EnRsuing that records; can: e retained it
feguired

Make' the: disclosures, intelligible—
electronic pitfalls and opportunities
n Pop-Ups

s Hyperlinks
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Electronic Signatures — SPeRS § 4

Selecting a Signature Precess) (4-1)

Providing Infermation en the SIgning
Precess (4-2)

Establishing the Intent te' Sign' (4-3)

Assoclating anl Electronic Signatire wiith
a Record (4-4)

Attripuiting a Signature (4-5)
Electronic Agents (4-6)
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Signature Elements

ARl electronic signature: any sound, symboellor
PreCESs, attached to or legically, associated with
e’ contract or ether record and execuied or
adepted By a persen wWith the: Intent te sign.
Examples:

x Mouse Click (*IF agree™ butten)

n yped name: (see Shattuck v. Kletzibach (MA 2001))
s Digital Certificate

x PIN/Password

= Sound

s Biometrics (fingerprint, Volceprint)
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Signature Elements (continued)

Intent — signature: (Which Includes; the: pProcess)
NEEMS to evidence the signer’s intent toibe
poURd By the terms and conditions:

= Can be determined by context In Which signature Was
made: (ceremony, statements made: before applying
signature).

Logical Asseciation — reguires; parties to: have
[Ecordkeeping Process; that can: provide evidence
ihat a signatire was' applied te) Speciiic
document (e.g., signature Incerporateadas part
of record, or signature stered separately but can
9 asseciated Withl record later in: tine).
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Record Retention — SPeRS § 5

Meeting Aceuracy, Accessibility: and Retention
reguirements (5-1)

Veriying the Integrity: and Accliracy. off EIeCtronic
Records/Iihe Physical and Logicall Envirenment: (5-2)

Veriiying the Censistency: and Integrity, off Electronic
Records (5-3)

Doecument: Conversion (5-4)
VVendor Relatienships (5-5)
Interaction With Gevernmental AGenclies) (5-6)

Transieraple Records andl Electronic Chattell Paper (5-
7)
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Record Retention is Critical

Faillure to keep adeguate recorads can severely Impact operations
s Records, ane evidence — but are they admissible?
s Hearsay rule and exceptions
a Statements against interest
Electronic records must:
s Accurately reflect the imformation: set forth in the record), and
a Remain accessible for later reference.
Challenges:
s Document avthenticity (letterhead, logos, other indicia ofi reliability)

= [Document integrity (contents' sent are same as contents received;
document remains intact — content can migrate due te technology

advances)
s Process Integrity.
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SPeRS’ Elexibility’ Leads to
PDeployment iR Many: Areas:

Mortgages: MISIVIO

Autemotive RetalllEinancing: ANSI X9
103-2004

Electronic Document Storage

[Deploying electronic signature
techneloegy.
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Applications for ePrescriptions

Common| ISSUES

a Authenticatien/Credentials

s Consent te) prescrine electronically.

s Dealing wiith CoRsuUmers

x Providing Important netices/diSciesures
5 SEcUrty ofi communication

s Ensuring adeguate recordkeeping

Reguires consideration of all applicakie
regulations
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Conclusion

ESIGN andl UETA" allow: fior electronic transactions, but do
ROt previde implementation; guidance

SPERS attempits o, provide implementatien guidance

ePrescriptions may: find useful tips firom: SPeERS?
ExXperience

Contact:
s EFSC:
= SPeRS:
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