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Delivery of Consumer Records / Disclosures

Q

Q

Identify the problem to solve

Specify the records at issue

Understand the substantive legal requirements and
potential liabilities

Determine the procedural requirements (consent)
Review the inconsistencies and gray areas

Consider solutions
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Business Problem

ABC Brokerage has 100,000 accounts.

Delivers on average 12 notices or disclosures a year to
each client:

e 4trade confirms

e 4 quarterly statements

e 4 other records or disclosures

e Simple assumption: $12 per account per year = $1.2
million
Interested in good communication and strengthening
client relationships.

Interested in timely disclosures: it’'s good for the client,
It’s good for the regulator.
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Records / Disclosures

©c O 0O 0O

Trade confirmations
Mutual fund prospectuses
Account Statements

Periodic notices (examples)

e Privacy

e Statement of financial condition
e Order routing practices

e Account agreement amendments

* Pricing changes
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Substantive Regulatory Requirements for “Delivery”

Q Trade confirmations: Exchange Act Rule 10b-10:

Unlawful for broker-dealer to effect purchase or sale
unless “at or before completion of such transaction,
gives or sends to customer written notification”
disclosing enumerated transaction information.

QO Prospectuses: Securities Act Sections 2(a)(10), 5, and
10:

With narrow exceptions, it is unlawful to offer a security
through any written, radio, or television communication
unless “accompanied or preceded by” a “written”
prospectus containing information found in the
registration statement.
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Substantive Regulatory Requirements for “Delivery’

Q Account statements: NASD Rule 2340:

Each member “shall send” a statement of account “not
less than once every calendar quarter.”

Q Privacy: Regulation S-P, Rule 9:

Must provide initial and annual privacy notices and opt-
out notices “so that each consumer can reasonably be
expected to receive actual notice in writing or, if the
consumer agrees, electronically.”

Q Account agreements: Exchange Act Rule 17a-3:

Must keep a record for each margin account that includes
“the signature” of the account owner.

Must keep a “record for each account indicating that
each customer or owner was furnished with a copy of
each written agreement entered into.”
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Procedural Requirements

Q SEC Interpretive Guidance (1995, 1996, 2000)

e Equivalence

* Right to paper

 Reliability, integrity, security

* Notice

e Evidence to show delivery

 Informed consent — manual or electronic

 If personal financial information: special security and
informed consent requirements

e Access does not equal delivery

e Global consent may not be permissible
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Procedural Requirements

Q ESIGN Act — Does it apply?

Key language of the consumer consent provision,
Section 101(c):

“[1]f a_statue, reqgulation, or other rule of law requires that
iInformation relating to a transaction . . . be provided or made
available to a consumer_ in writing, the use of an electronic
record ... satisfies the requirement that such information be in
writing if [certain consent requirements are met].”

SEC Interpretive Guidance Pre-dates ESIGN: Did it
effectively amend the original “writing” requirements so
that ESIGN does not apply?
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Procedural Requirements

Q ESIGN Act — Does it apply?

* |Is Regulation S-P outside the scope of ESIGN?

e Do some securities law requirements imply a written
record or disclosure, or manual signature?

e What about NASD or NYSE requirements?
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Procedural Requirements

SEC actions post-ESIGN — Do they clarify ESIGN
applicability?

o Exemption from Section 101(c) of [ESIGN] for
Registered Investment Companies” [Release No. 33-
7877 (July 27, 2000)]

o Commission Guidance to Broker-Dealers on the Use
of Electronic Storage Media under [ESIGN] with
respect to Rule 17a-4 [Release No. 34-44238 (May 1,
2001)]

o Proposed Amendment to the Penny Stock Rules
[Release No. 34-49037 (January 8, 2004)

o Proposed Rule: Limitations on Affiliate Marketing
(Regulation S-AM) [Release No. 34-49985 (July 8,
2004)]
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Procedural Requirements

Q Summary

e Most reasonable conclusion is that ESIGN applies, and
firms need to try to comply with ESIGN and SEC
interpretive rules on electronic delivery.

e SEC has taken narrow reactive positions, but issued no
general guidance relating to electronic delivery and
consumer consent post-ESIGN.

e SPeRS Standard 2-2: when in doubt, follow ESIGN to
achieve consumer agreement to transact business
electronically.
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Procedural Requirements

ESIGN Act — Consumer Consent Requirements (see
SPeRS Standards 2-3, 2-4, 2-5, and 2-6)

Affirmative consent provided at a meaningful stage

Clear and conspicuous statement of 6 required
disclosures to assist informed choice

Global consent is permitted
Fees for paper copies permitted; absolute right to paper?

Reasonable demonstration:

Consumer “consents electronically, or confirms his or
her consent electronically, in a manner that reasonably
demonstrates that the consumer can access
information in the electronic form that will be used to
provide the information that is the subject of the
consent.”
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Inconsistencies or Open Issues

Right to paper
Fees for paper

Access = delivery (see late-breaking news on final
prospectus delivery in IPO context)

Paper or telephonic consent and reasonable
demonstration

Use of PDF and reasonable demonstration

Effect of technical violations in terms of SEC
compliance
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Example of Appropriate Consent Process
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Explanatory
Introduction

Scope of
Consent

charles SCHWAB

Customer Service | Site Map | Help | Log Cut 1

ky Home

Consent to receive paperless documents

o sign up for paperless documents, you need to consent to receive account

sJiformation via ernail. To make the consent process easier, we have provided on
Ccons anTar=1=3

Ta start receiving paperless documents via email, please review the agreement
below and click "Consent” at the bottorn of this screen.

INFORMED CONSENT TO RECEIVE PAPERLESS DOCUMENTS

IMPORTANT INFORMATION ABOUT YOUR CONSENT TO RECEIVE
PAPERLESS DOCUMENTS

Your Consent To Receive Paperless Documents. YWe are delighted that you
are considering subscihingtoetaemmaeesibaeiallouing. Sobwah's

. , estatements and Electronic Delivery services (collectively
aperless Documents™). Schwab's Paperless Documents can offer significant
advantages in terms of speed and convenience. After you read the following

you may consent to receive Paperless Documents to replace all of

natices and other requlatary infarmation (callectively, "account statement inserts")
and regulatory shareholder materials by clicking on the "Consent” button below.
Your consent to receive any of the above Paperless Documents will be effective for
all transactions and securty holdings in the specified account(s) on an ongoing
basiz unless you cancel or modify your enrallments or are otherwise notified by
Schwah.

W Pldtm YWelcome to Charles Schwakb

Quotes & Research | Planning & Advice
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How to
Obtain
Paper,
Fees

W platm Welcome to Charles Schwab
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Searn:h

charles SCHWAB
Customer Service | Site Map | Help | Log Out 1

Products &
Trade Quotes & Research | Planning & Advice | Senices

Requests for Paper Versions. Even after you subscribe to Paperless

Documents, you will &l version of any document,
For 5 you may call Schwab at 1-800-435-4000,
ollment zelections fallawing this consent, you may have the option ta rec
duplicate paper statement in addition to your eStatement that we will mail mid-

month to you. A fee may apply for each paper copy of any Papetless Document
arjuest.

eCONFIRMS

You receive a trade confirmation after the purchase or sale of a security, such as
stock or mutual fund shares. The trade confirmation pravides imparant informatian
about the terms of your transaction such as the price, number of shares, and the
commisgion. The terms and conditions of your transaction(s) will appear in the
email and an a Web page you can link ta from the email. If you choose email
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Cystomer Zervice | Site ap | Heln | Log Out 3

Products &
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HARDWARE AND SOFTWARE REQUIREMENTS.

e pceive ochwab's Paperless Documents, you CEERUE
computer and an account with an erman serdce provider compatible with your email
software. You may incur Internet-related costs in connection with electranic
delivery, such as the costs charged to you by your Internet =ervice Provider and
local telephone companies for the time you spend on the Internet ar the costs
associated with printing email notifications and electronic documents. Your email
notifications and electronic documents may be made available in either HTWL
(regular YWeb hypertext) or PDF format. Your electronic documents may be viewed
electronically wia the YWeb and printed with a local printer. You may also save your
electronic documents by storing the hyperlink an your caomputer or by downloading
and saving the documents the way you would any other file from the Internet.
Depending an, among other things, your record keeping practices and your
comfort level with and ability to print and store electronic documents, you should
decide whether electronic documents, or paper documents are hest for you,

Far viewing, printing, staring or downloading your email announcements ar the
linked WWeb pages containing additional information, you should use a Netscape
Mavigator 4.0 or Internet Explorer 4.0 or higher web broweser with JavaSeript
enabled. To access the PDF format for printer-friendly eStaterments and

sharehalder materials, you will also need Adabe Acrobat Reader™.

© 2004. All rights reserved.



Ifgﬂm platrm#u YWelcome to Charle:

Customer Service | Site Wap | Help | Log Out 3

Products &
Trade Quotes & Research | Planning & Advice Services
|

security number.

charles SCHWAB
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THE EFFE

Consequences

our Consent. By clicking on the "Consent” button below, you acknowledge and
demanstrate that you can access, view, and retain the Paperless Documents
malla dncuments and YWeh sites described above in either HTML aor PDF

sk B LE p - onsent and
retain it for future referenl::e Print from your hrnwser by cllcklng File and choosing
Print.

ithdrawing Your Consent. This consent applies to each of the Paperless

R|ght {6 Documents you are subscribing to at this time. You may withdraw ar modify your
) consent by discontinuing one ar more of these serices at any time by calling us,
Wlthdl’aW t logging onto Schwab.com. To unsubscribe from eConfirms or eDelivery, pl

¥
er the Account tab
and then click the "modify" link. You will need to deselect those accounts that are
currently enrolled
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Example of Reasonable Demonstration Process
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Customer Service | Site Map | Help | Log Ot 3

Products &
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Electronic formats and 3

Ih arder to receive tige er‘nall nn:ltlfn:atmn t
that allows you to rece .
software,

it your staternent is I’EEld'_-,-' Yo wiII need access to a computer

In order to access yo
staring, or downloading
hypertext) or POF formats. You will be able to select the format of your choice each time you access your .
Schwab eStatements. To access the HThL format, you should use a Metscape Mavigator 4.0 or Internet TeSt F||e
Explorer 4.0 browser or higher with Java Script enabled. Mothing further is required. To access the PDF
farmat, you will need Adobe Acrobat Reader and a browser that can print dynamically-generated PDF. For ADPVOaCh
example, if you have Internet Explorer 5.5, you may not be able to view and print the eStaterment in PDF.

To see whether 3.f|:||_| already have Adobe Acrobat Header installed on your computer, please view the test

If you o0 zee a document that reads "Test" then you do not have Adobe Acrobat Header installed on
this computer. For your convenience the eStatements page on Schwab.com includes a persistent link to
the Adobe WWeb site where you can download the necessary software for free at any time. The download
process may take several minutes. You should follow Adobe's instructions for the download, and Adobe's
terms and conditions govern your use of the Acrobat Header. If yvou would like to take the time now to
download the Adobe Acrobat Reader, please click on the link immediately below, which will take you to
aur genern:]ump page with download instructions. WWhen yau successfullg,r camplete the download, please
return to age (either by book-marking it or using the "back” ar "history” button an your I:lrnwaerj to
ete the eSta ts subscription process.

Adobe Download Page
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Customer Service | Site ap | Help | Log ot 2

w Home Quotes & Research g & Advice

Schwab Private Client customer andfor you elect to receive paper statements in a format different from the
current eStatements platform. If you are in one of these customer segments, discontinuing enrallment in
eStaternents will result in Schwab sending you a landscape-style enhanced paper staterment and you will
nat be able to access your prior eStatements online. You may discontinue enrallment and enrall again no
tore than once per calendar quarter. Wve may use the email address you provide during the enrallment
process to send you information about other products and services. In the event you receive such an email
from Schwab and wish not to receive similar email messages in the future, simply follow the instructions in
the email to opt-out of future email marketing messages.

Your consent

clickin e "Consent” button below, you acknowledge and demaonstrate that you can access the
email notifications informing you that your Schwab eStatements are ready, and that you can access the
eStatements and requlatory inserts in either HTML or POF farmats as described above. ¥ou understand
that you should contact us to report any problems with your Schwab eStatements. This cansent farm will
be available for your review at any time under the "Agreements” link that appears at the bottom of one or
rore pages on our Web site. If you would prefer to continue to receive paper statements alone, simply

_cligkSomee

| read and understand the above information, agd | consent to delivery of the eStatement email notifications
g e-mall address that | have pravide g this subscription process. | understand that my account
S will be available to me on the Web after | log in to my account(s).

@ 2003 Charles Schwab & Co., Inc. All rights reserved. Member SIPCS/NYSE (D003-7207)
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hly Home | Account | Trade | Quotes & Research | Flanning & Adwice | Products & Sernvices
Balances | Fositions | Fedormance | ainfloss | Histony | Transfers & Fayments | eStatements | Account Services

[Search ] [ Customer Service | [ Site Map ] [Help ]
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@ 2003 Charles Schwwab & Co., Inc. All rights reserwed. Member SIFC/HYYSE.

Account BRSNS
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Example of Records Delivery Process
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charles SCHWAB Schwab eStatements Q Login
Email Alert

This is a reminder that your account st i i Schweal web site. Please have
wvour Login 1D and password ready @@ view yvour account statement(s).

To read the following imporant information related to your account(s), [og @w reuul@
inserts.

o Schwah Privacy Pledge

o hlarch 2003 Amendments to Account Adgreements

e [nformation on how to obtain the Consolidated Statement of
Financial Condition of Charles Schwab & Co., Inc.

Ifyou receive a backup paper staterment and wish to stop it, logeff to change your eStatermen
preferences.

Thank you far investing with Charles Schwak.

FHotice: All email sent to ar from the Charles Schwab corporate email system may be retained,
monitored andior reviewed by Schwab personnel. (0702-0764)

@2003 Charles Schwab & Co., Inc. All rights resered.
Member SIPCIMNYSE
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Positions Performance Gainlozs History Tranzfers & Paymentz

Searn::h Search

eStatements Account Services

Select a statement period to view your accoysMormation onliMesy, download a printer-friendly version Select Account
(POF) of your account statement. DownloaQ Adobe Acrobat Header. ) NN v
Modify your eStatements preferences.

Requlatory Inserts

“iew lnserds

e

Terms and

Show: |Sep 01,2003 - Sep 30, 2003 ‘J)

onditions @-ﬂiendlv 513@
—

Schwab One® Account Statement Period: September 1, 2003 to September 30, 2003

Account Humhber: X0OXXX

Account Statement

Retain for vour Records

L ast Statement: August 31, 2003

Visit onr website at schwab.com
Questons? Caifl 1-800-833-0444

Account Opened in: 1999
Page 1
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